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We are in the Digital Era and this is driving change at a rate we have not 
experienced before. IT systems and applications are the nerve centre of every 
business creating the digital thread that streamlines processes and equips our 
people to be more efficient. Data is viewed as the new oil of commerce where 
smart analytics are driving faster and better decision making  and our customers, 
whether these be other businesses or consumers, are demanding to engage with us 
digitally through our website, apps and system to system interaction. 

Every business needs to be a digital business; if they fail to digitally transform, then 
there is a plethora of digital entrants that are poised to take their place and their 
customers. We do not have to look further than the likes of Amazon, Airbnb and 
Uber to see the devastating impact that these entrants can have on traditional 
business models.  

To operate in the Digital Era requires a fundamental change in the IT landscape. 
We need to create environments that are agile and will enable our business to 
change and adapt at speed. We need scalability and flexibility to respond to the 
ever-changing needs of the business and our customers, and equally as important, 
we need to create a secure environment that protects our end-users, our business-
critical applications and the data that our customers trust us with.

WHAT IS DRIVING CHANGE IN OUR IT LANDSCAPE



Today’s IT landscape is built around Hybrid Cloud.  You 
are likely to have migrated some of your business-critical 
applications out of your data centre into private cloud 
environments; you are probably utilising public cloud services 
to augment this infrastructure and across your business you 
are leveraging SaaS-based applications to serve the needs of 
the business.

Whether driven by the recent Covid pandemic, or something 
that had started to evolve before this, your end-users are 
likely to be far more mobile. You need to support central 
office locations, remote branches or outlets, employees 
working from home and even people out and about in the 
field using their own mobile devices.

As an IT leader, you face a world where the perimeter of your 
IT infrastructure has been redefined. Systems are no longer 
centralised and protected by traditional perimeter-based 
security; they are dispersed across numerous clouds including 
infrastructure that you do not own. Access to these systems 
and the associated data is no longer via secure office to office 
connectivity controlled by authenticating corporate-owned 
devices onto your network.

The approach that has evolved to manage and secure this is 
best defined as a hub-and-spoke method, where all access is 
back-hauled to a central location where it can be secured in a 
traditional manner. While we are looking to create agility and 
scalability, this approach is rigid, cumbersome, and proving 
to be far too complex to manage – as such there is a need to 
reimagine how we secure the network in the digital era.

A NEW IT LANDSCAPE NEEDS A NEW APPROACH TO SECURITY



SASE (pronounced “sassy”) is a framework that looks to provide a next generation 
architecture that converges how we provide access through the wide-area-network 
(WAN) with the services that enable us to secure this access and this network. 

The Secure Access Service Edge (SASE) is a concept first introduced by Gartner 
in ‘The Future of Network Security is in The Cloud’ (2019). It is a framework 
architecture that converges the network (in most cases the SD-WAN) with today’s 
network security services (such as Secure Web Gateways, Cloud Access Security 
Brokers and Firewalls-as-a-Service).

The principle of SASE is to provide policy-based ‘software-defined’ secure access 
from an infinitely flexible network that supports boundary-less working. A network 
that enables access in central offices, remote branches, for home or remote workers 
and for IoT connected devices, to the systems, applications and data that are used, 
regardless of whether these are on-premises, in private clouds, public clouds or 
consumed as SaaS applications. 

SASE enables secure access to be provided based on the identity of the entity, 
real-time context, a company’s security/compliance policy and the continuous 
assessment of risk/trust throughout the session. This fundamentally changes how 
we think about security; rather than it being a topology of appliances that are 
positioned at certain junctions of the connectivity journey, it is a set of services that 
are applied based on context and policy and applied across every possible route 
from network edge to core service.

INTRODUCING SASE



CONTEXT-BASED 
NETWORK SECURITY 

Gartner depicts the way this convergence of 
the network and security services works in 
their SASE Conceptual Model.

It shows how different access and security 
policies are applied to different scenarios 
utilising context such as user, device, location, 
and date and time. It shows how the model 
applies the relevant networking and security 
policies based on both the context and the 
service requested.

This is a key shift from the traditional model 
where either the highest or lowest common 
denominator is applied to all traffic. The 
appropriate network path is governed by 
understanding the ultimate destination and the 
bandwidth, latency and QoS required. 

Which security elements are applied is 
governed by context-driven policy dictating 
when a zero-trust approach is required, when 
sensitive data filters need to be applied and 
where secure web gateways and DNS level 
security are appropriate.

The SASE Stack, Dynamically Applied Based on Identity and Context 
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The challenge that most organisations face is that they have traditionally 
deployed security in a way that has created a heavy network edge. The 
traditional branch has included a router, firewall, secure web gateway and 
data loss prevention.

The reality is that the network edge is no longer just the branch office or the 
retail outlet; it is the home worker, the drop-in business lounge, the IoT in the 
manufacturing chain and the field worker or salesperson’s car.

What Gartner describe as the traditional Heavy Branch security architecture 
is too rigid, complex and restricting for the digital era. Security should no 
longer be thought of as a node in the network, but as an integral part of the 
network.

SASE sees the move of security services to the cloud, centrally managed and 
controlled and with ability to apply context-based policy across the entire 
network as-a-Service.
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SASE aims to deliver a comprehensive range of network security services that can be applied in a consistent and integrated 
manner across the complete IT landscape from edge to core. This delivers a multitude of key benefits.

THE BENEFITS OF A SASE APPROACH

Reduced Complexity & Cost

SASE enables you to reduce the number of physical/
virtual appliances at the network edge and the 
number of agents on end-user devices which reduces 
both the complexity of your security landscape but 
also, through centralised consolidation and cloud 
consumption, can reduce cost.

Enable Zero-Trust Network Access

The SASE framework supports context-based access 
management where trust is established based on the 
identity of the user, device, location, and application 
and not solely the IP address or physical location 
of the device. This provides organisations with 
the ability to manage and control access from any 
location in a highly secure manner.

Consistent Security Policies

Through this approach, security and compliance 
policies can be applied consistently regardless of 
the device being used or the route taken across the 
network. Regardless of location or device, any session 
can be inspected and the same set of policies applied 
to control, scan and secure access.

Ease of Use

SASE reduces the number of agents required on 
devices and appliances deployed within branches. 
This reduces agent and appliance-bloat and 
automates access policy without the need for 
end-user interaction. Not only does this deliver a 
consistent access experience for end-users across all 
locations and devices, but also consistency in the way 
security policies are applied.

Reduced Operational Overheads

Adapting security provisions to address new threats 
and threat vectors is often restricted by hardware 
lifecycles that prevent new capabilities from being 
quickly introduced. SASE and the migration of key 
security elements to cloud services enables you to 
gain far greater agility and flexibility to leverage new 
services as and when they become available.



All of the leading Secure Networking vendors have their own interpretation of Gartner’s SASE framework and as such, 
different portfolios of solutions that they position within their SASE architecture. This makes it difficult to create a definitive 
list of SASE components, however the core fundamental components are as follows:

THE COMPONENTS OF SASE

SD-WAN

A software-defined WAN enables you to place 
greater intelligence at the network edge to 
provide control and flexibility over how you 
route and secure traffic from the edge into your 
centralised core and to the myriad of cloud-
based services you and your end-users utilise.  

Firewall-as-a-Service

Replacing the traditional appliance placed 
within branches or network edge locations 
with a virtual, cloud-based firewall that can 
be centrally managed and consistently apply 
security policies across every part of your 
network and every connection into your 
network edge.

Cloud-Access Security Broker

Enabling organisations to manage how end-
users access SaaS-based applications and 
applying the same consistent authentication 
and security policies to these systems as they 
do to those systems that are inside their sphere 
of control.

Secure Web Gateways

Today’s network traffic is rarely limited 
to the pre-defined perimeter. Workloads, 
applications, and end-uses require access to 
external resources and web-based services 
and the challenge is making sure this is secure. 
Secure Web Gateways enables you to apply 
contextual-based policies to allow or deny such 
access as well as protecting against access to 
malicious, phishing or botnet command-and-
control sites.

Zero-Trust Network Access

This approach enables organisations to gain 
granular level visibility and control of end-
users and the applications and data they are 
accessing. By switching access controls from 
IP address to context-based authentication 
including such factors as user, device and 
location, a SASE approach enables you to 
create a Zero-Trust model.



SASE is a framework and not a specific technology. This means it is an architecture that 
you can evolve over time rather than requiring a full-scale replacement of your existing 
networking and security infrastructure. 

Where you start depends on your specific priorities. You may be facing a challenge with 
your wide area network.  Changes in work practices brought about by the pandemic may be 
rendering your existing WAN topology no longer fit for purpose or being inefficient from a 
cost perspective. As such, the starting point for your move to SASE could involve adopting 
SD-WAN and creating a more agile and business-aligned network edge using secured 
switching and wireless services, enabling network access control and extending the security 
perimeter to the access layer.

You may be looking at your branch-based firewalls and exploring a refresh programme 
that moves you to next generation firewalls. This is a perfect opportunity to consider how 
firewalls fit into your future SASE-based framework and to not only explore Firewalls-as-a-
Service, but also how this component fits into an overall centrally controlled, context-based 
security architecture.

You could have a more pressing need to address security concerns around end-user access 
to cloud services or the wider internet and may want to start your journey by exploring the 
capabilities that can be delivered from a Cloud-Access Security Broker or a Secure Web 
Gateway.

What is key is that you start to think differently about networking and security; you see a 
future where these are not viewed as two individual components but as a single integrated 
secure network from edge to core.

HOW DO YOU EMBRACE SASE?



We have fully embraced the SASE framework and are helping our clients to take the incremental steps 
to a SASE architecture that provides them with the agility and flexibility they need while ensuring they 
secure their boundary-less world.

We help you connect the dots; not just literally, but through our pragmatic approach that starts with 
understanding what it is you are trying to achieve. By applying our proven DOTS methodology, we are 
then able to support you through every step of your journey:

HOW NAK CAN HELP YOU

We start with a workshop to understand your business, your challenges, 
and the outcomes you are looking for. This allows us to assess your options 
and provide you with pragmatic advice on where to start and what options 
are best aligned to your requirements. 

DISCOVER

OPTIMISE

TRANSFORM

SUPPORT

Our approach focuses on optimising what you already have in place rather 
than simply replacing everything. We take the time to review your existing 
connectivity, security and access management.  We provide you with an honest 
assessment of what elements are required to be replaced and which simply need 
optimising to meet your requirements.

We work alongside your team to design and deploy the components of the 
SASE architecture whether that be a SD-WAN or Secure Web Gateway. Our 
project managers will ensure a methodical approach that reduces risk and 
operational disruption while accelerating time to value. 

Whether you are looking for an ongoing managed service or a partner that is 
there when you need help, we offer a comprehensive range of ongoing services 
designed to support you post-deployment and to continually optimise your 
solution and to maximise the benefits of your investment.

D I S C O V E R

O P T I M I S E

T R A N S F O R M

S U P P O R T



We recognise that there is a lot to get your head around with SASE 
and this is not helped with the many different perspectives on this 
approach from all of the various vendors. We can help provide you 
with a vendor-agnostic insight where we focus on what you are 
looking to achieve rather than the features and capabilities of the 
different solutions.

Whether you are looking at starting your SASE journey or looking to 
take the next step on your SASE roadmap, we would be more than 
happy to connect you with one of our solution architects. They will 
be able to share the challenges that similar organisations have faced 
on embracing SASE and how we have helped them address these, 
as well as explaining the different approaches and options available 
to you.

To start the conversation simply reach 
out to us by phone or email:

Call: 0300 456 0471 
Email: enquiries@nak.co.uk

WANT TO TALK


